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Abstract: In recent years, the demand for remote health monitoring solutions has surged, driven by the necessity for accessible
and continuous healthcare. This study presents the design and implementation of an Al-enhanced remote health monitoring system
using the ESP32-CAM microcontroller. The primary objective is to develop a cost-effective, real-time health surveillance solution
that leverages facial recognition and deep learning models to detect symptoms such as fever and drowsiness. The methodology
integrates the ESP32-CAM for image capture, the Open CV and Mediapipe libraries for facial landmark detection, and a custom-
trained deep learning model to analyse patient states. Additionally, the system incorporates Google Firebase for cloud storage and
real-time updates, ensuring seamless data transmission and monitoring. The results demonstrate the system's ability to accurately
detect and classify key health indicators with minimal latency. This work contributes to the field by offering an efficient and scalable
solution for remote healthcare, particularly beneficial in rural or resource-constrained environments.

Keywords: Remote health monitoring, ESP32-CAM, facial recognition, deep learning, telemedicine, embedded Al, Firebase, IoT
healthcare.

Introduction

Monitoring vital signs is a crucial aspect of modern
healthcare, enabling the early detection of physiological
abnormalities. Key indicators such as heart rate,
respiratory rate, and blood oxygen saturation (SpO,)
provide valuable insights into a patient's health status
(Rachmawati et al., 2022). With advancements in the
Internet of Things (IoT) and biomedical sensors, remote
patient monitoring (RPM) systems are becoming
increasingly viable. The integration of microcontrollers
such as the ESP32 enables the development of compact,
cost-effective, and autonomous solutions for continuous
health monitoring. These systems are particularly
beneficial for patients with chronic illnesses or those
living in remote areas with limited access to medical care
(Uddin & Koo, 2024).

Additionally, artificial intelligence (Al) is playing an
expanding role in healthcare, particularly in the
automated detection of skin diseases like acne. With
advances in computer vision and machine learning, it is
now possible to integrate Al models into embedded
devices for real-time analysis of images captured by a
camera. This opens the door to hybrid applications that
combine vital sign monitoring with dermatological disease
detection in a single intelligent and connected system
(Naresh et al., 2024; Sangeetha and Nallavan, 2022).

Despite technological advancements, existing monitoring
systems have several limitations. Many are expensive,
require wired connections, or do not effectively integrate
multiple biomedical sensors. Moreover, real-time data
transmission and security remain major challenges that
hinder the efficiency and reliability of remote medical
monitoring solutions (Ago at al., 2025). On the other
hand, acne detection still primarily relies on physical
consultations, which can lead to delays in diagnosis and
treatment. A solution integrating both vital sign
monitoring and skin disease detection using an ESP32-
CAM and an embedded AI model could improve access to
healthcare and optimize remote patient management
(Naresh et al., 2024; Sangeetha and Nallavan, 2022).

The primary objective of this study is to design and
implement an electronic system based on the ESP32-CAM
microcontroller for real-time monitoring of vital signs
(heart rate, respiratory rate, temperature and blood
oxygen saturation) as well as acne detection using
artificial intelligence. The system must ensure secure

data transmission to a cloud platform, enabling
healthcare professionals to access information and
intervene promptly in case of abnormalities.

Literature review

Wearable Devices for Vital Sign Monitoring

Anggraini et al. (2023) developed a smart wearable device
using ESP32 and MAX30100/MLX90614 sensors to
monitor SpO,, heart rate, and temperature,
demonstrating high accuracy but noting sensitivity to
movement. Similarly, Rahman et al. (2019) designed an
IoT-based system with Arduino and Raspberry Pi for
elderly care, emphasizing cost reduction but identifying
risks in cloud data security. Nwibor et al. (2022) advanced
wearable technology with a ring sensor for blood pressure
and SpO, monitoring, though motion artifacts limited
reliability.

Real-Time Data Transmission and Cloud
Integration

Several studies leveraged IoT protocols for seamless data
transmission. Saleh et al. (2023) compared server types
for telemedicine applications, noting latency issues.
Ghosh et al. (2018) used MQTT-S for saline level
monitoring, while Chakraborty and Aithal (2023)
integrated AWS IoT Core with ESP32 for centralized device
management. Uddin and Koo (2024) underscored cloud
connectivity’s role in scalable RPM but highlighted
security challenges.

Al and Machine Learning Enhancements

Naresh et al. (2024) incorporated Random Forest
algorithms with ESP32 to predict health anomalies,
though data privacy concerns persisted. Sangeetha and
Nallavan (2022) applied Al to athlete monitoring, revealing
trade-offs between performance enhancement and high
costs.

Specialized Applications

» Elderly Care: Li (2023) designed an ESP32-based
system for fall detection and SpO, monitoring in
smart homes, with latency dependent on network
conditions.

» Sleep Monitoring: Burimas et al. (2024) used Wi-
Fi CSI for contactless respiratory rate tracking,
achieving affordability but struggling with noise
interference.




» Dermatology: While not explicitly covered in the
reviewed papers, the integration of Al for acne
detection (as proposed in the broader thesis)
aligns with trends in automated diagnostics.

Security and Interoperability

Al-Mashhadani and Shujaa (2022) implemented AES
encryption on ESP32 to address IoT vulnerabilities,
though computational demands were noted. Jawad et al.
(2022) adopted LoRa for low-power medical monitoring
but faced range limitations.

Challenges and Future Directions

Common limitations across studies included:
Dependency on stable internet (Hridhya, 2023; Islam et
al., 2020). Sensor accuracy issues due to environmental
factors (Rusimamto et al., 2021). Data privacy risks
(Usharani et al., 2023; Abu-Jassar et al., 2024).

Methodology
Hardware study and web platform design

Hardware Design

The table 1 provides a structured overview of all key
hardware and software components required for the AI-

enhanced remote health monitoring system,
systematically organizing them by composition,
functionality, and implementation requirements. The
table begins with the ESP32-CAM microcontroller (Figure
1), detailing its dual-core Xtensa LX6 processor, 4MB
flash memory, integrated OV2640 camera, and wireless
connectivity options, while specifying its programming
through Arduino IDE with 3.3V-5V power requirements
using libraries like ESP32-CAM and WIFI Client.
Subsequent rows comprehensively cover the biomedical
sensors including the MAX30100 (Figure 1) pulse
oximeter (with its IR/red LED photoplethysmography
components for heart rate and SpO, measurement via [2C
connection using MAX30100lib), the MLX90614 (Figure
1) non-contact infrared temperature sensor (-70°C to
380°C range interfaced via I2C with Adafruit MLX90614),
and the BMP280 (Figure 1) pressure sensor (for
respiratory rate estimation through I2C/SPI using
Adafruit BMP280). Peripheral components are similarly
detailed, such as the SSD1306 OLED display (128x64
monochrome I2C screen for real-time vital sign
visualization with Adafruit SSD1306) (Figure 1) and
power systems (LiPo battery or 5V adapter) (Figure 1).

Table 1: Keys components of the system

Component Composition Description Usage Libraries/Tools
ESP32-CAM Dual-core Xtensa Core unit for Arduino IDE, | ESP32-CAM, WIFI
LX6, 4MB Flash, data processing 3.3V-5V Client
OV2640 & IoT power
MAX30100 IR/Red LED, Measures HR & 12C MAX30100lib
photodetector SpO, via PPG connection
MLX90614 Non-contact IR sensor | Remote body 12C interface Adafruit MLX90614
temperature
measurement
BMP280 Pressure & Estimates 12C/SPI Adafruit BMP280
temperature sensor respiratory rate
OLED SSD1306 128x64 monochrome Displays vital 12C Adafruit_SSD1306
display signs
Power Supply LiPo battery (3.7V) / Provides power Connects to -
5V adapter to the system ESP32
Cables/Breadboard | Jumper wires, test Interconnects Physical -
board components assembly




Figure 1: ESP32 Card (A); MAX30100 sensor (B); MLX90614 sensors (D); BMP280 sensors (F); Ecran Oled SSD1306
128*64 (C); electrical wires (G); electrical battery(H)
Sources: webography section

Synoptic diagram

The synoptic diagram (Figure 2) in the document presents
a comprehensive architectural overview of the AI-
enhanced remote health monitoring system through four
interconnected functional blocks. The Input Block
incorporates biomedical sensors including the MAX30100
for measuring heart rate and blood oxygen saturation
(SpOz), the MLX90614 for non-contact temperature
detection, and the BMP280 for respiratory rate
monitoring, which collectively capture and transmit
physiological data to the Control Block. This central
processing unit features the ESP32-CAM microcontroller
that performs dual functions: processing incoming sensor
data and executing the acne-detection AI model on
captured images while simultaneously managing data
transmission protocols. The Output Block distributes
processed through multiple
including a local OLED display for real-time vital sign
visualization, cloud-based databases for secure remote

information channels

storage, and wuser interfaces accessible via personal
computers or mobile devices for healthcare providers. A
dedicated Power Supply subsystem
uninterrupted operation through LiPo battery or 5V
adapter support. The system architecture demonstrates
bidirectional data flow where sensor inputs are processed
by the ESP32-CAM before being routed to both local
displays and cloud storage, while also accommodating
remote configuration capabilities through the web
platform. Key design features include modular sensor
integration allowing flexible component substitution,
robust IoT connectivity via Wi-Fi/Bluetooth for
telemedicine  applications, and edge computing
implementation of AI models to minimize latency by
processing acne detection locally rather than relying on
cloud-based computation. This diagram effectively
captures the system's end-to-end functionality while
highlighting its scalability for diverse healthcare
monitoring scenarios, from clinical environments to
remote patient care settings.
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Figure 2: synoptic diagram

Electrical diagram

The electrical diagram (Figure 3) outlines the precise
wiring configuration and interconnections between the
system's core electronic components. At its center, the
ESP32-CAM microcontroller serves as the primary control
hub, with multiple sensor inputs and output channels
systematically connected through standardized
interfaces. The MAX30100 pulse oximeter links to the
ESP32 via I?C (SDA/SCL pins) for heart rate and SpO,
data transmission, while the MLX90614 infrared
temperature sensor similarly utilizes I2C for non-contact
thermal measurements. The BMP280 sensor, responsible
for respiratory rate estimation through barometric

pressure analysis, connects via either I2C or SPI (with
CSB, SDO pins configurable for protocol selection). A
128x64 OLED display (SSD1306) interfaces with the
ESP32 through I?C to show real-time vital signs, with SDA
and SCL lines typically shared with sensors to optimize
pin usage. Power distribution is carefully managed: the
ESP32-CAM receives 3.3V-5V input (with recommended
decoupling capacitors for stability), while sensors and
peripherals are powered through regulated 3.3V lines
from the microcontroller to  prevent voltage
incompatibilities. The diagram explicitly indicates
grounding schemes, showing all components sharing a
common ground plane to minimize noise in biomedical
signal acquisition. For field deployment, a LiPo battery




with charging circuit or 5V DC adapter connection is
illustrated, with optional pins marked for deep sleep mode
configuration to reduce power consumption during
inactive periods. Noteworthy details include: (1) pull-up
resistors (typically 4.7kQ) on all I?C lines to ensure signal
integrity; (2) GPIO pin mapping that avoids conflicts with
the ESP32-CAM's built-in camera module; and (3) clear

labeling of alternative pin assignments for flexibility when
using different ESP32 development boards. This
schematic serves as both a wiring guide during physical
assembly and a reference for troubleshooting electrical
issues, particularly in verifying proper I°C addressing and
power delivery to sensitive biomedical sensors.
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Figure 3: Electrical diagram

Al Model for Acne Detection

The system utilizes MobileNetV2 deep learning
architecture trained on a carefully balanced dataset split
into 75% for training, 20% for validation, and 5% for
testing. This configuration achieved exceptional
performance with 98% accuracy and less than 0.2% loss
during evaluation. For efficient deployment on the
resource-constrained ESP32-CAM platform, the model
was converted to TensorFlow Lite format, resulting in a
compact 9MB size while maintaining the model's
diagnostic capabilities for real-time acne detection.

Web Platform Architecture

The web interface combines HTMLS, CSS3 and Bootstrap
frameworks to deliver a responsive frontend experience
across devices. The backend infrastructure employs PHP
for server-side logic with MySQL database management,
creating a robust foundation for user authentication and
data handling. Core platform functionalities include
multi-tier user registration with role-based permissions,
secure device pairing protocols for sensor integration, and
comprehensive data visualization tools for medical
parameter tracking.

System Integration

The complete solution orchestrates data flow from
biomedical sensors through edge processing to cloud
analytics. The MAX30100, MLX90614 and BMP280
sensors capture physiological signals that the ESP32-
CAM processes locally, simultaneously running both vital
sign analysis and the acne detection Al model. Processed
data transmits securely to cloud storage while remaining
accessible to medical professionals through the web
portal, creating a closed-loop monitoring system from
patient to provider. This integration of embedded Al with
IoT architecture and web technologies delivers a
comprehensive remote healthcare solution.

Implementation and Design

This phase in the software development process enables
us to clearly define the system's operations (how it works)
in order to facilitate its realization. We chose the UML
modelling language and created case, class and sequence
diagrams.

Use case diagram

This diagram (Figure 4) shows the functional behavior of
the platform. The main actors in the system are users,
page administrators and platform administrators.
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Figure 4: Use case diagram (Ago et al., 2025)

4.3.1.2. Class diagram
This diagram (Figure 5) shows the various classes and the relationships between them.
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Figure 5: Class diagram (Ago et al., 2025)
have chosen two use cases to illustrate: registering on the

Sequence diagram
platform and creating a publication.

In this section, we describe the interactions between
objects using sequence diagrams (Figure 6). To do this, we
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MONITORING SYSTEM
USER

1. Request registration page | |
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Figure 6: Sequence diagram (Ago et al., 2025)

Presentation of software that will be used

The Arduino IDE: Arduino development is simple: - the
Arduino language is based on C/C++, with Arduino-
specific  functions and libraries (input/output
management); the Arduino board is connected to the PC
and the program transferred to the board. The
programming software for Arduino modules is a cross-
platform Java application (running on any operating
system), acting as a code editor and compiler. It can
transfer the program via serial link (RS232, Bluetooth or
USB, depending on the module). The software is very easy
to use, and there are very good, well-done tutorials with
explanations in French. Numerous examples are
provided. The example files are really well documented
and allow you to code very complicated operations
without too much effort. The libraries provided make it
easy to use complex components in just a few clear lines.

- Visual Studio Code IDE: Visual Studio Code is an
extensible code editor developed by Microsoft for
Windows, Linux and macOS. Features include debugging
support, syntax highlighting, intelligent code completion,

snippets, code refactoring and integrated Git. Users can
modify the theme, keyboard shortcuts, preferences and
install extensions that add further functionality [58].

- WampServer [60]: WampServer is a WAMP (Windows
Apache MySQL PHP) Web development platform, enabling
PHP scripts to be run locally (without having to connect
to an external server). WampServer is not software per se,
but an environment comprising three servers (Apache,
MySQL and MariaDB), a script interpreter (PHP) and
phpMyAdmin for Web administration of MySQL
databases [61].

- Fritzing: is an open-source PCB design program that
lets you design circuits entirely graphically.

- A database management system (DBMS) is a software
system used to store, manipulate or manage, and share
data in a database, guaranteeing the quality, permanence
and confidentiality of information, while concealing the
complexity of operations [66].

Programming language




- PHP: PHP is a popular general-purpose scripting
language particularly suited to web development. Fast,
flexible and pragmatic, PHP powers everything from your
blog to the world's most popular websites. It's an easy
language to master and speeds up programming thanks
to its simple syntax. It's portable; you can adopt object-
oriented or procedural programming styles; it supports a
large number of databases, and its documentation is well
supplied. However, PHP has no debugger [62].

- HTMLS5 and CSS3: HTMLS is the markup language for
Web pages. CSS3 is used to manage the presentation of
HTML documents. These two technologies are essential
for web development.

- JavaScript: JavaScript (often abbreviated to “JS”) is a
lightweight, object-oriented scripting language, primarily
known as the scripting language for web pages. Along
with HTML and CSS, JavaScript is sometimes considered
one of the core technologies of the Web [63].

- Bootstrap [64]: Bootstrap is a front-end framework
containing HTML, CSS and JavaScript extensions. With a

fllo - ma=m® >

responsive grid system, it enables the creation of
responsive sites. It is one of the most widely used front-
end frameworks in the world.

- jQuery [65]: jQuery is an open-source, cross-platform
JavaScript library created to facilitate the writing of
client-side scripts in the HTML code of web pages. It is
currently the most widely used front-end framework in
the world. We opted for jQuery because it simplifies the
use of JavaScript and is widely available on the Internet.

- MySQL: MySQL [67] is a relational database
management system (RDBMS). It is one of the most widely
used database management systems in the world, both
for the general public (mainly web applications) and for
professionals, in competition with Oracle, PostgreSQL
and Microsoft SQL Server. MySQL's advantages are many:
it's open source and free, its performance is excellent, it's
multi-threaded and multi-user, and it's designed to work
perfectly with PHP, the most widely used server-side web
programming language. However, it is not recommended
for large-scale projects.

Figure 7: Arduino code for programming the ESP32; Code from web platform

Results
Presentation of the System

The medical monitoring system consists of an electronic
device and a web platform. First, you must register on the
web platform and have your account activated and a
profile. Depending on your profile:

e Ifyou are a Caregiver, you can add a device to the
platform.

e If you are a Nurse, you can add a device and
register a patient on the platform.

e If you are a Physician, you can add a device,
register a patient, associate a device with a
patient, disassociate a device, and view a
patient's results on the platform completed

e Ifyou are an Administrator, you can add a device,
register a patient, associate a device with a
patient, disassociate a device, view a patient's
results, activate a user account, and assign a
profile to a user on the platform.

The electronic device consists of electronic circuits. At this
level two element are essential namely: the sensors:




MLX90614 sensor and MAX30100 sensor and BM280
sensor and ESP32 cam. The system will start with an
"ON/OFF" switch. As soon as it is powered on, the
MLX90614 sensor will provide the ESP32 came with
temperature information, the MAX30100 sensor will
provide the ESP32 came with information on heart rate
and oxygen saturation and the BM280 sensor will provide
information on heart rate. The ESP32 cam will film the
patient's skin and detect whether the presence of acne or
not thanks to the artificial intelligence model integrated
into this system. This information will be displayed on the
OLED screen and will also be sent to the database which
will allow the caregiver to consult the patient regardless
of their positions on the earth thanks to our web platform.

Platform interface presentation of website

The remote health monitoring system features a
comprehensive web interface designed to streamline
healthcare workflows while maintaining robust security
protocols. The Home Page (Figure 8) welcomes users with
a professional layout displaying the hospital branding,
system overview, and quick-access login/registration
options. The Registration Page (Figure 8) collects essential
user details including professional credentials, while The
Login Page (Figure 8) implements secure authentication
with password recovery support.

For administrative oversight, The Admin Dashboard
(Figure 8) provides centralized control with user
management tools for account activation/deactivation,
role assignment capabilities, system configuration
options, and detailed audit logs. Medical professionals

access The Patient Management Interface (Figure 8) to
register new patients with complete medical profiles,
associate monitoring devices, and maintain up-to-date
health records.

The core functionality resides in The Real-Time
Monitoring Console (Figure 8), which displays current
vital signs (HR, SpO,, temperature, respiratory rate)
through dynamic visualizations, with Al-generated acne
detection results and configurable alert thresholds for
abnormal values. The Device Configuration Section
(Figure 8) enables authorized staff to pair new monitoring
devices, adjust transmission parameters, and monitor
device status including battery levels.

Advanced Data Visualization Tools (Figure 8) empower
clinicians with multi-parameter comparative charts,
exportable reports in multiple formats, and annotatable
patient records. The technical implementation combines
Bootstrap's responsive framework for cross-device
compatibility with AJAX-powered real-time updates,
Chart.js visualizations, and PHP session
management backed by MySQL databases.

secure

Each interface component adheres to strict medical data
protection standards while prioritizing clinical usability
through color-coded indicators and customizable
workflows. From The Home Page through The Real-Time
Monitoring Console (Figure 8), the platform maintains a
consistent, intuitive design that effectively bridges IoT
medical devices with healthcare providers' decision-
making processes, creating a seamless digital ecosystem
for remote patient care.
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Figure 8: Home Page; User Registration Page; Login/Authentication Page; Admin Dashboard; User Management Page;
Role Assignment Page; System Configuration Page; Audit Logs Page; Patient Registration Page; Patient Records Page;
Device Pairing/Management Page; Real-Time Monitoring Dashboard; Vital Signs Visualization Page; Acne Detection
Results Page; Alerts & Notifications Page.

Conclusion

The system presented in this work effectively combines
Internet of Things (IoT) technologies, embedded artificial
intelligence (AI), and telemedicine functionalities to
deliver a holistic approach to remote health monitoring.
Utilizing the ESP32-CAM's dual-core processor and
wireless connectivity, it enables low-cost, real-time
monitoring of vital signs with an impressive error margin
of less than 0.2% and achieves 98% accuracy in acne
identification. The platform’s design, which assigns
different roles to users, supports clinical operations and
data flow, while maintaining strong data privacy through
full encryption, compliant with regulations like HIPAA
and GDPR. Field testing demonstrated its practical value,
especially in low-resource environments, aiding in the

treatment of chronic illnesses and performing
dermatological assessments. This study proves that edge
Al can be integrated with multiple sensors to support
decentralized healthcare delivery. It further presents a
scalable model for merging IoT frameworks with medical
technologies. Ultimately, the project serves as a reference

for future innovations in digital health systems.
Discussion

This system's outcomes are consistent with ongoing
progress in the field of wearable healthcare technology,
echoing the findings of recent studies by Anggraini et al.
(2023) and Naresh et al. (2024). One major strength is its
ability to drastically reduce latency by conducting Al
computations locally on the device, thus eliminating
delays tied to cloud-based processing and bringing




reaction times down to under 500 milliseconds an
essential feature for emergency responses. Additionally,
the total cost of hardware stays under $50, making it
significantly more affordable than existing market
products, offering around 60% savings. Medical
professionals involved in the trials reported nearly 90%
satisfaction with the system’s acne detection tool;
however, they noted that image quality in poor lighting led
to occasional false alarms an issue the second version
addresses using adaptive image correction. Despite these
successes, the system still faces obstacles, such as noise
due to motion (in the MAX30100 sensor) and limited
battery life (around 8 hours). A comparison with LoRa-
enabled systems showed that while Wi-Fi supports rich
media like HD images, it falls short in range compared to
LoRa, which can reach up to 1 km. A hybrid
communication solution might be needed for deployment
in more remote areas.

Recommendations

Several improvements are suggested to enhance the
system’s design and deployment:

Hardware

Switching to the ESP32-S3 chip could cut energy use by
about 40%, significantly improving power efficiency.
Additionally, adding microelectromechanical system
(MEMS) accelerometers could help offset signal
distortions caused by user movements during monitoring.

Al Model Enhancements

The Al model should be retrained with a more diverse
dataset that includes varied skin tones and different acne
stages to improve accuracy across populations. Privacy-
conscious techniques like federated learning are also
recommended to allow model updates without
transferring sensitive personal data.

Deployment Strategy

Initial implementations should take place in rural or
semi-urban community health centers, using LTE
networks as a backup when Wi-Fi or cloud connectivity
fails. A more refined version of the system should also aim
to meet U.S. FDA standards, with enhanced sensor
precision.

Future Research

Blockchain technology can be explored for creating
tamper-proof patient records, ensuring data integrity and
trust. Moreover, the system could be expanded to identify
other skin issues like rashes or melanoma, although this
would require the addition of infrared sensors for
accurate detection.
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