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1. Introduction

Iran’s industrial systems, particularly in the oil, gas, nuclear, and energy sectors, are
central to its economy and national security. Often classified as sensitive systems due
to their strategic importance, these systems are increasingly digitalized and rely on
industrial control systems (ICS) and the Industrial Internet of Things (IloT).
However, this digitalization exposes them to sophisticated cyberattacks, including
state-sponsored operations and hacking campaigns (Albakri et al., 2020). Notable
incidents, such as the Stuxnet worm that targeted Iranian nuclear facilities, highlight
the vulnerability of these systems to cyberthreats (Farwell & Rohozinski, 2011). The
aim of this paper is to assess cybersecurity threats in Iran’s sensitive industrial
systems, identify unique vulnerabilities, and provide a new framework for increasing
resilience. This study addresses the research gap in region-specific cybersecurity
strategies and provides novel contributions through local threat modeling and

adaptive mitigation strategies.

Research Objectives

o Identify key cybersecurity threats targeting Iran’s critical industrial systems.

e Analyze vulnerabilities in ICS and IIoT in Iran’s critical infrastructure.

e Propose a tailored cybersecurity framework to enhance resilience.

e Evaluate the role of governance and international cooperation in mitigating

threats.
2. Literature Review

The global rise in cybercrime, costing an estimated USD 1 trillion in 2020,
underscores the urgency of robust cybersecurity measures (Woods et al., 2022).
Sensitive industrial systems, particularly those in critical infrastructure, are prime
targets due to their economic and strategic significance. In Iran, cyberattacks like
Stuxnet (2010) and subsequent malware campaigns have demonstrated the potential
for significant disruption (Langner, 2011). Studies highlight that ICS vulnerabilities,
such as outdated protocols and unpatched software, are common attack vectors (Lee
et al., 2020). Additionally, Iran’s geopolitical context amplifies its exposure to state-
sponsored cyberattacks, with groups like Agonizing Serpens targeting critical

infrastructure (Unit 42, 2025).
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Cyber Threat Intelligence (CTI) is critical for proactive defense, enabling
organizations to anticipate and mitigate threats (Suryotrisongko et al., 2021).
However, Iran’s industrial sector faces challenges, including limited resources,
fragmented governance, and restricted access to global cybersecurity technologies
due to sanctions (Safitra et al., 2021). Recent literature emphasizes the need for
adaptive defense mechanisms and real-time threat monitoring to counter
sophisticated attacks (Ulven & Wangen, 2021).
This study builds on these insights by developing a region-specific framework that
integrates CTI, adaptive defenses, and governance tailored to Iran’s unique context.

3. Methodology
This study adopts a mixed-methods approach, combining qualitative case studies,
quantitative threat modeling, and systematic literature review (SLR) following
PRISMA guidelines (Moher et al., 2009). The methodology includes:
Case Study Analysis: Examination of historical cyberattacks on Iran’s industrial
systems, such as Stuxnet and NotPetya, to identify attack patterns and impacts.
Threat Modeling: Development of a novel threat model for Iran’s ICS and IloT,
focusing on vulnerabilities in Supervisory Control and Data Acquisition (SCADA)
systems and IloT devices.
Systematic Literature Review: Analysis of 96 studies (2012-2024) to identify global
best practices in cybersecurity for critical infrastructure.
Framework Development: Proposal of a cybersecurity framework integrating CTI,
adaptive defenses, and governance policies.
Validation: Expert interviews with cybersecurity professionals in Iran’s industrial
sector to validate the proposed framework.
Data sources include peer-reviewed journals, industry reports, and public datasets on
cyberattacks (e.g., LexisNexis, Privacy Rights Clearinghouse). The study ensures
originality by focusing on Iran-specific vulnerabilities and proposing a novel
framework.

4. Cybersecurity Threats in Iran’s Sensitive Industrial Systems

4.1. Threat Landscape

Iran’s industrial systems face diverse threats, including:
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Malware and Ransomware: Sophisticated malware, such as Stuxnet, targets SCADA
systems, while ransomware like NotPetya disrupts operations (Sakellariadis, 2022).
Distributed Denial of Service (DDoS): DDoS attacks overwhelm network resources,
as seen in attacks on Iran’s banking sector (ISC International Journal, 2023).
Spear Phishing: Targeted phishing campaigns, often state-sponsored, exploit human
vulnerabilities to gain access (Unit 42, 2025).
Supply Chain Attacks: Compromised third-party software, as in the SolarWinds
breach, poses risks to interconnected systems (Tran, 2021).
Insider Threats: Disgruntled employees or contractors can exploit access to sensitive
systems (Chen & Fiscus, 2018).
Recent reports indicate Iran faces approximately 160,000 cyberattacks daily, with a
378% surge in ransomware incidents between 2018 and 2020 (Alotaibi et al., 2023).
4.2. Vulnerabilities in ICS and IloT
Iran’s industrial systems rely heavily on legacy ICS, which often use outdated
protocols like Modbus and lack robust encryption (Lee et al., 2020). IIoT devices,
increasingly adopted in oil and gas sectors, introduce additional vulnerabilities due to
their connectivity and limited security features (Koloveas et al., 2020). Key
vulnerabilities include:
e Unpatched software and firmware.
e Weak authentication mechanisms.
e Exposed network interfaces.
e Lack of segmentation in industrial networks.
4.3. Geopolitical Context
Iran’s geopolitical tensions, particularly with the U.S. and Israel, heighten its
exposure to state-sponsored cyberattacks. The ODNI 2025 Threat Assessment
identifies Iran as a major cyber threat actor, with groups leveraging generative Al for
social engineering (Unit 42, 2025). Sanctions further complicate access to advanced
cybersecurity tools, forcing reliance on domestic solutions that may lack global
standards (Safitra et al., 2021).
5. Case Studies of Cyberattacks in Iran
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5.1. Stuxnet (2010)
Stuxnet, a state-sponsored worm, targeted Iran’s Natanz nuclear facility,
compromising SCADA systems and causing physical damage to centrifuges
(Langner, 2011). The attack exploited zero-day vulnerabilities and highlighted the
need for air-gapped systems.

5.2. NotPetya (2017)
Although not exclusively targeting Iran, NotPetya’s global spread impacted Iranian
industrial systems, causing significant financial losses (GAO, 2021). The attack
underscored the risks of supply chain vulnerabilities.

6. Proposed Cybersecurity Framework
This study proposes a novel Iran-Centric Cybersecurity Resilience Framework
(ICCRF) to address the unique challenges of Iran’s sensitive industrial systems. The
framework integrates:
Cyber Threat Intelligence (CTI): Real-time monitoring using platforms like
AZSecure Hacker Assets Portal (HAP) to collect data from dark web and open-
source intelligence (OSINT) (Moraliyage et al., 2020).
Adaptive Defense Mechanisms: Dynamic security rules based on real-time threat
data, improving detection rates by up to 95% (MITRE Corporation, 2021).
Governance and Policy: Adoption of localized policies inspired by Saudi Arabia’s
System: Arabia’s Essential Cybersecurity Controls (ECC-1:2018) (Alotaibi et al.,
2023). 4. Zero-Trust Architecture: Stringent access controls to minimize insider
threats and unauthorized access (NIST, 2020). 5. Training and Awareness: Mandatory
cybersecurity training for industrial personnel to reduce human-related
vulnerabilities (Furnell et al., 2015).

7. Framework Diagram
The ICCREF is illustrated in Figure 1, emphasizing the integration of technology,
governance, and human factors.
[Diagram of ICCRF: A flowchart showing CTI feeding into adaptive defense
mechanisms, connected to governance policies and training programs, with arrows

indicating feedback loops for continuous improvement. |
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Figurel : Diagram of ICCRF

8. Analysis and Findings

8.1. Threat Assessment

Table 1 summarizes key cyber threats and their impacts on Iran’s industrial systems.

Table 1: Key Cyber Threats and Impacts (Authors, 2025)

Threat Type Description mpact Example Mitigation
Strategy
Malware/Ransomware Malicious software = Stuxnet damaged Regular software
disrupting nuclear centrifuges updates, CTI
operations
DDoS Overwhelms Banking sector Traffic filtering,
network resources disruptions load balancing
Spear Phishing Targeted email Data breaches in oil Email filtering, user
attacks sector training
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Supply Chain Compromised third-  NotPetya global Vendor vetting,

party software impact secure updates
Insider Threats Unauthorized Data leaks in Zero-trust
actions by energy sector architecture,
employees monitoring

8.2. Vulnerability Analysis

Table 2 highlights vulnerabilities in Iran’s ICS and I1oT systems and proposed solutions.
Table 2: Vulnerabilities and Solutions (Authors, 2025)

Vulnerability Description Solution

Outdated Protocols Legacy systems lack Upgrade to secure protocols
encryption

Unpatched Software Exploitable software Automated patch
vulnerabilities management

Weak Authentication Inadequate access controls Multi-factor authentication

(MFA)

Exposed Interfaces Publicly accessible network ~ Network segmentation,

ports firewalls

8.3. Novelty and Originality
The ICCREF is unique in its focus on Iran’s geopolitical and resource constraints,
integrating localized governance with global best practices. Unlike generic
frameworks, it accounts for sanctions-related limitations and emphasizes domestic
cybersecurity capacity building.

9. Recommendations

1. Implement ICCRF: Adopt the proposed framework to enhance resilience
through CTI, adaptive defenses, and governance.

2. Strengthen Governance: Develop a national cybersecurity authority to enforce
standards and coordinate efforts.3. International Cooperation: Engage in
cyber diplomacy to access global threat intelligence despite sanctions.4.
Invest in R&D: Promote domestic development of cybersecurity tools to

reduce reliance on foreign technologies.5. Public-Private Partnerships:
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Collaborate with private sector entities to share threat intelligence and
resources.
10. Conclusion

Iran’s sensitive industrial systems face significant cybersecurity threats due to their

strategic importance, reliance on legacy systems, and geopolitical tensions. The

proposed ICCRF offers a novel, region-specific approach to enhancing resilience
through integrated CTI, adaptive defenses, governance, and training. By addressing
vulnerabilities and leveraging localized strategies, Iran can strengthen its critical
infrastructure against evolving cyber threats. Future research should explore the
implementation of ICCRF in specific sectors and evaluate its effectiveness in real-
world scenarios.
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